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Abstract

Cyber security awareness is a fundamental element in safeguarding individuals,
organizations, and nations against cyber threats. Among 759 million active internet
users, 399 million users are from rural India. Therefore, the cyber security awareness
among rural citizen plays a major role. This paper studied the level of cyber security
awareness among rural undergraduate (UG) and postgraduate (PG) students in India
enrolled in various educational institutions. Using a self-constructed tool (Cyber
Security Awareness Test), data was collected from 148 students. The analysis revealed
a mean score of 16.30 with a standard deviation of 4.97. The findings indicate that
39.19% of rural students scored below the mean, with significant unawareness of key
cyber security concepts such as phishing, multi-factor authentication (MFA), pretexting
and on other aspects. UG and PG students exhibited similar levels of awareness but a
significant gender disparity was found, with female students scoring lower. The study
suggests the need for educational interventions, particularly for female students, to
improve awareness and fulfill knowledge gaps. By understanding the current status of
cyber security awareness of higher education rural background students from the
findings of this study, higher education institutions can develop the strategies to train

and educate them about cyber security.

Keywords: Cyber security awareness, cyber-attacks, rural students, undergraduate

students, postgraduate students.

Introduction

Technology is deeply intertwined with each aspect of our lives globally. This increases our
concern towards cyber security. The present era marked by digital transformation; rural areas
are also not safe to the growing threats of cyber-attacks. Like other countries, India faced
over 13.9 lakh cyber security incidents in 2022. It includes Phishing, ransom ware attacks,
website damage and unauthorized network scanning or probing activities, data violation and
many dangerous services happened to all types of users. While out of 759 million active

internet users, 399 million users are from rural India, the cyber security awareness among
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rural citizen plays a major role. Numerous studies emphasize the importance of cyber security
awareness in reducing cyber threats. Increased awareness of cyber security can lead to better-
informed decisions and more secure online behavior. According to a report on Cyber Security
by Niti Aayog and Saraswat (n.d.), India ranked among the top five countries to be affected
by cybercrime. As Whitman and Mattord (2020) clearly defined cyber security is a field
encompassing practices, technologies and strategies aimed at safeguarding computers,
networks and data from unauthorized access, attacks and harm. In the advancing world we
live in it is crucial to recognize the significance of being aware of cyber security. With our
growing dependence, on technology and the internet, for both professional aspects it becomes
more essential to grasp and actively participate in cyber security practices. As stated by
Disterer (2021), "cyber security awareness is the foundation upon which a strong security
posture is built" (p. 45). Cyber security awareness is a broad notion that includes the skills
necessary to identify, comprehend, and counteract cyber security threats. The studies
highlight the significance of an all-encompassing approach to awareness that includes not
only the technical understanding but also a deeper comprehension of the psychological and
social dimensions of cyber security (Solms & Niekerk, 2022). This comprehensive viewpoint
acknowledges the necessity for people and organizations to have a proactive and watchful

mindset in addition to cyber security knowledge (Dumitras, 2019).

Literature Review

Cyber Security awareness is a critical aspect of mitigating cyber threats and ensuring the
security of digital environments. There are number of studies conducted to find the cyber
security awareness among different stakeholders. The researcher focused on the different
tools used in the studies to find the level of cyber security awareness, different stakeholders
and key findings of different research papers.

Numerous methodologies were employed to assess Cyber Security awareness. One
commonly used approach is the use of surveys and questionnaires. Daengsi et al. (2021)
conducted a survey among employees of a multinational corporation to evaluate their
awareness of phishing attacks. The study revealed that 65% of respondents were unable to
identify phishing emails accurately. In a study by (Alharbi & Tassaddiq, 2021), participants
engaged in simulated social engineering attacks, allowing researchers to assess their ability to

recognize and respond to these threats.
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Several frameworks and models have been proposed to conceptualize and measure Cyber
Security awareness. Cyber security Awareness Inventory (CAIN) developed by Tempestini et
al. (2023) is one such framework. CAIN comprises 46 items with True/False response scale.
The CAIN has dimensions like: Assets in cyberspace, Cyber security controls, Threats
against the security of cyberspace, Guidelines for stakeholders, Framework of information
sharing and coordination and Roles of stakeholders in cyber security.

In addition to CAIN, the Cyber Security Scale (CS-S) by Arpaci & Sevinc, (2022) offers a
holistic view of Cyber Security awareness within individuals. CS-S incorporates factors such
as Availability, Authenticity, Confidentiality, Integrity, Possession/Control and Utility.
Studies have identified that individual characteristics, such as age, education, and prior
experience, significantly impact awareness levels. Moreover, organizational factors, such as
training programs and security policies, play a crucial role in shaping awareness. Khando et
al. (2021) investigated the impact of organizational factors and individual attributes on Cyber
Security awareness levels. Their findings emphasize the role of organizational climate and
policies in shaping employee awareness. Shillair et al. (2022) explored the impact of
education and training programs on Cyber Security awareness. Their review encompassed
studies that assessed the effectiveness of different educational interventions. Chatterjee et al.
(2019) focused on assessing the Cyber Security awareness of internet users in India. They
employed surveys and questionnaires to gather data and analyze the awareness levels,
providing insights into the Indian context. Chaturvedi et al. (2024) explored the unique
challenges and vulnerabilities in Cyber Security awareness from an Indian perspective. They
identified region-specific issues that may impact awareness levels. Kant (2023) used a
standard tool developed by Erol, Ahin, Ylmaznd & Haseski (2015) named PCSPS (Personal
Cyber-security Provision Scale) to assess the personal cyber security provision levels of the
students registered in higher education where he examined the knowledge and practices of
this demographic regarding online security. After all these reviews the researchers did not
come across any study which measured the cyber security awareness of rural undergraduate
and post graduate students in higher education. Cyber security is the general issue related to
online safety, data privacy and other aspects. So, we have considered the UG and PG students
for this study. Therefore, in the present study the researchers have tried to find the answer of
the following research question:

What is the level of cyber security awareness among students in higher education with

reference to gender and level (UG& PG) of education?
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Statement of the problem
To consider the above aspect the statement of the problem was formulated as:
Cyber Security Awareness Among Students in Higher Education
Operational Definitions of key terms:
Cyber security: “Measures taken to protect a computer or computer system (as on the
Internet) against unauthorized access or attack™ (Merriam-Webster, 2020). In this study cyber
security refers to the practice of defending computers, servers, mobile devices, electronic
system, networks, and data from malicious attacks and unauthorized access.
Awareness: According to Dourish and Belloti (1992) “awareness is an understanding of the
activities of others, which provides a context for your own activity.”In the present study
awareness deals with the consciousness of cyber security among rural undergraduate and
postgraduate students.
Objectives

1. To compare the level of cyber security awareness between undergraduate and

postgraduate students.
2. To compare the level of cyber security awareness between male and female students
of higher education

3. To identify the key cyber security concepts where the rural students are least aware.
Null Hypothesis:
Hol: There is no significant difference in the level of cyber security awareness between
undergraduate and postgraduate students.
Ho2: There is no significant difference in the level of cyber security awareness between male
and female students.
Method:
Descriptive survey method was used for this study.
Population and sample:
UG and PG students of Jharkhand state residing in rural areas studying in different
universities were defined as the population in this study. Those students were selected in
sample of this study who have been using internet for at least 2 years from Seraikela, East
Singhbhum and West Singhbhum district through cluster sampling technique because out of
the 4 divisions of Jharkhand, Kolhan division is comprises with above three districts and this
is a segment. In this study, 296 students of UG and PG classes were taken as the sample

randomly.
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Table 1

Description of the sample in terms of years using internet

Years Using Internet Representation in the sample
3-5 years 27.03%
6-8 years 28.38%
More than 8 years 44.59%

Tool for data collection:

After reviewing the various tools to study cyber security awareness, the researcher did not
find any tool that is suitable for rural students. Few scales were there but they were not
suitable for the present study. Therefore, a self-constructed test CSAT (Cyber Security
Awareness Test) was prepared with 22 multiple choice questions having five options. Every
fifth option in the questions was same “I do not have any information about this”. Every
correct answer was given one mark and for incorrect answer, no marks were given. The tool
was standardized using test-retest reliability and the reliability coefficient was calculated 0.74
and validity was established using content validity.

The tool has five dimensions:

Dimension 1: Knowledge of cyber threats and risks

Dimension 2: Device security and secure practices

Dimension 3: Safe browsing habits

Dimension 4: Incident reporting and response

Dimension 5: Online communication and scam awareness

A Google form was created using the questions and it was communicated to the participants
for gathering the data. The questions and options were available in English and Hindi
languages. Range of the score was 0 to 22.

Techniques

Statistics used for the data analysis were Mean, Percentage, SD in descriptive statistics and t-
test for the comparison of group means in the inferential statistics. The analysis was done
using MS Excel Version 2021.

Data Analysis, Result and discussion:

A general description of rural students Cyber Security Awareness scores

Gathered data was analyzed according to item wise for assessing the cyber security

awareness of the UG and PG rural students.
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Table 2

Mean and SD of the Cyber Security Awareness scores of rural students in higher

education

Mean 16.30
SD 4.97

The mean of the scores obtained from 296 students was found 16.30 and SD was found 4.97

Graph 1: Graphical presentation of Rural students Cyber Security Awareness scores
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The above graph displays the distribution of scores among individuals and other aspects are

described below:

Horizontal Axis (X-axis): Represents the scores of individuals, ranging from 1 to 22 where
12 respondents scored maximum marks

Vertical Axis (Y-axis): Represents the frequency of each score.

The graph also shows the scores of individuals

Most Frequent Score: The score of 19 is scored by most of the respondents, with 52

individuals achieving this score. This can be considered as mode.
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Table 3: Level of Cyber Security Awareness among rural students in higher education

Level of Score Percentage
Description
Awareness Range of Students
Below -1 SD: Significant gaps in
Low 1-11 10.81% understanding key cyber security
concepts.
Between -1 SD and +1 SD: Moderate
Average 12-21 85.13% awareness, with room for
improvement.
Above +1 SD: Strong understanding of
High 22 4.05% ‘
cyber security concepts.

The table presents the level of Cyber Security Awareness among rural students in higher

education, classified into three categories—Low, Average, and High Awareness—based on

their scores in the Cyber Security Awareness Test (CSAT). 10.81% of students have low

awareness, indicating a critical need for interventions and awareness programs to address

increase the cyber security awareness. The majority of rural students (85.13%) including both

UG and PG possess an average level of cyber security awareness, suggesting that while they

have some knowledge, there are still significant areas for improvement. Only 4.05% of

students show high awareness, highlighting that few students are fully prepared to tackle the

complex challenges of cyber security in the modern digital environment.

Table 4: Categorization of Level of Cyber Security Awareness of UG rural students

Percentage of
Level of Awareness | Score Range Description
Students

Below -1 SD: Significant gaps in
Low 01-11 18.60% understanding key cyber security

concepts.

Between -1 SD and +1 SD: Moderate
Average 12-21 67.44% awareness, with room for

improvement.

Above +1 SD: Strong understanding
High 22 4.65% .

of cyber security concepts.
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The table presents the level of Cyber Security Awareness among UG students in higher
education, classified into three categories—Low, Average, and High Awareness—based on
their scores in the Cyber Security Awareness Test (CSAT). Among UG students, 18.60%
have low awareness, signaling a critical need for targeted interventions to improve cyber
security knowledge. The majority of UG students, 67.44%, fall into the average awareness
category, indicating a moderate understanding but highlighting room for growth. Only 4.65%
of UG students show high awareness, suggesting that very few are well-equipped to handle

advanced cyber security challenges.

Table 5: Categorization of Level of Cyber Security Awareness among PG rural students

Percentage of
Level of Awareness | Score Range Description
Students

Below -1 SD: Significant
Low 01-11 11.90% gaps in understanding key
cyber security concepts.

Between -1 SD and +1 SD:

Average 12-21 85.71% Moderate awareness, with
room for improvement.

Above +1 SD: Strong

High 22 2.38% understanding of cyber

security concepts.

The table presents the level of Cyber Security Awareness among PG students in higher
education, classified into three categories—Low, Average, and High Awareness—based on
their scores in the Cyber Security Awareness Test (CSAT). In this table, 11.90% PG students
present low awareness, underscoring a need for enhanced training programs. Most PG
students, 85.71%, have an average level of awareness, showing that while they possess some
foundational knowledge, there remains a significant gap to be bridged. A minimal 2.38% of
PG students exhibit high awareness, reflecting the limited number who are fully prepared to

address cyber security threats in today's digital landscape.
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Objective wise Analysis
1. First objective of the study was “To compare the level of cyber security awareness among
undergraduate and postgraduate students.” To asses this objective null hypothesis Holwas

framed.

Hol“There is no significant difference in the level of cyber security awareness in

undergraduate and postgraduate students.”

Table 6

Course wise comparison of Cyber Security Awareness Scores

N Mean | SD | df | t-value | Significance level

UG Students | 128 | 16.16 | 4.90 | 294 | .42 .05

PG Students | 168 | 16.40 | 5.08

The mean of scores obtained by the UG and PG students in the CSAT (Cyber Security
Awareness Test) was 16.16 and 16.40 and the SD was 4.90 and 5.08. The calculated value of
t was found 0.42 and the table value for t at df 146 is 1.97 which is more than the calculated
value. So, the null hypothesis “There is no significant difference in the level of cyber security
awareness in undergraduate and postgraduate students” could not be rejected. It means the

UG and PG rural students have similar awareness about Cyber Security.

2. Second objective of the study was “To compare the level of cyber security awareness
among male and female students of higher education”. To asses this objective null hypothesis
Ho2 was framed.

Ho2: There is no significant difference in the level of cyber security awareness among male

and female students.
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Table 7: Gender wise comparison of scores

N |Mean |SD |df |t- Significance

value level

Female 156 | 15.69 | 4.66 | 294 | 2.23 .05
Students

Male Students 140 | 16.97 | 5.27

The mean of scores obtained by the female and male students in the CSAT (Cyber Security
Awareness Test) was 15.69 and 16.97 and the SD was 4.66 and 5.27. The calculated value of
t was found 2.23 and the table value for t at df 146 is 1.97 which is less than the calculated
value. So, the null hypothesis “There is no significant difference in the level of cyber security
awareness among male and female students” is rejected. It means the male students have
slight higher cyber security awareness than female students, and female rural students have
low awareness about Cyber Security, there is need for targeted interventions to improve
awareness among female students in rural areas.
3. The third objective of the study was “To identify the key cyber security concepts where
rural students are least aware.” To asses this objective responses were analyzed and reflected
in below table

Table 8

Questions on which students responded they are not aware about the term

Items 1 5 12 14 19 20
Correct 184 204 116 124 184 112
Incorrect | 32 36 92 84 40 68
Unknown | 80 56 88 88 72 116

In the above table the serial number questions, total correct and incorrect responses are
shown with the number of responses received for the option “I do not have any information
about it” which is leveled as unknown.
Most wrong answered questions by UG and PG rural students are:

e Jailbreaking or rooting your devices will result in 116/296

e How can you differentiate between a genuine website and a phishing site? 124/296
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e After completing a UPI/NET banking transaction on a friend's smart phone, the
payment app suggests saving your UPI PIN/NET banking details for quicker
transactions. What would be the most appropriate course of action?112/296

List of key cyber security concepts students are unaware about

e Phishing E-mail

e Multi-factor authentication (MFA)

e Jailbreaking or rooting devices

e Differentiating between a genuine website and a phishing site

e Suspicious emails

e Reporting Cyber security incidents

e Pretexting and its risks

Discussion

The survey results reveal key insights into the state of cyber security awareness among rural
students in higher education, particularly regarding their familiarity with essential concepts
and practices. Total 296 students participated in this research and the mean score was 16.30
with a standard deviation of 4.97. The awareness levels varied significantly across the
population, with 39.19% of individuals scoring below the mean and 60.81% scoring above it.
These findings suggest a few important observations in cyber security awareness that needs

to be addressed.

In terms of educational level, the scores for undergraduate (UG) students and postgraduate
(PG) students were statistically similar, with mean scores of 16.16 and 16.40, respectively.
The percentage of UG students who scored below the mean was 35.14%, while 17.57% of
PG students fell into this category. On the contrary, 36.49% of PG students scored above the
mean, compared to 24.32% of UG students. These figures indicate that while PG students
slightly outperformed UG students in cyber security awareness, the difference is not
statistically significant. This could be attributed to a lack of dedicated cyber security
education at both the undergraduate and postgraduate levels. When comparing male and
female students, the mean scores were 16.97 for males and 15.69 for females. With this
notable difference, the analysis resulted significant difference with reference to gender (Male
and Female), suggesting that gender still plays a substantial role in determining cyber security
awareness among rural students but the level of education does not. This outcome does not

align with the hypothesis that both male and female students possess equal levels of
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knowledge about cyber security. Based on this there is need to focus more on female
education about cyber security. The study also highlighted areas where students exhibited
significant unawareness. A substantial portion of participants struggled with understanding
key cyber security terms, such as phishing (42%), multi-factor authentication (MFA) (28%),
jailbreaking (44%), and pretexting (58%). One possible explanation for this unawareness
could be the lack of targeted cyber security training programs and the absence of these topics
in the curriculum. Given the increasing relevance of digital literacy, integrating these
concepts into the education system would be a critical step toward enhancing the overall
cyber security awareness of students. While the rural student population in higher education
demonstrates a moderate level of cyber security awareness, there is a clear need for
improvement, particularly in specific areas where knowledge gaps persist. Implementing
educational interventions and including cyber security topics in the curriculum could help
bridge these gaps and ensure students are better prepared to navigate the digital landscape

safely.

Educational Implications

The increasing use of the internet in rural areas, particularly among students in higher
education, has brought about new concerns regarding cyber security. With 399 million active
internet users from rural India alone, the risk of cyber-attacks has become a significant threat.
As technology becomes more integrated into education and daily life, rural students’ lack of
cyber security knowledge exposes them to potential threats like identity theft, online fraud,
and data leaks. On the basis of present study few aspects can be incorporated by which cyber
security awareness can be increased which are given below:

Integration of Cyber security into the Curriculum: The study highlights a significant gap
in cyber security knowledge among rural students, especially on key concepts like phishing,
multi-factor authentication, and pretexting. To address these deficiencies, educational
institutions must incorporate cyber security awareness training into the curriculum at both
undergraduate (UG) and postgraduate (PG) levels. This would ensure that students will be
equipped with the necessary skills to recognize and control cyber threats, which is

increasingly crucial in today’s digital world.

Targeted Awareness Programs: The finding reflect that many students are unaware of
fundamental cyber security concepts therefore a need of specialized awareness programs.
Therefore, it is required to higher education institutions should organize workshops,

seminars, and campaigns to educate students about the latest cyber threats, preventive
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measures, and safe online practices. Such programs will help bridge the knowledge gap,
especially in rural areas where digital literacy may lag behind urban areas. Practical
simulations, such as identifying phishing emails or setting up multi-factor authentication,
could be integrated into the education system. By using real-world scenarios, students will

gain experience in recognizing and responding to cyber threats effectively.

Use of Multilingual Educational Tools: As the test used in this study to find the cyber
security awareness was conducted in both English and Hindi, the study demonstrates the
importance of providing educational materials in multiple languages to cater to diverse
linguistic backgrounds. Ensuring accessibility to cyber security education through local

languages significantly enhance understanding and engagement among rural students.

Focus on Equal Gender Awareness: From the findings significant difference was found
between rural areas male and female students in terms of cyber security awareness, targeted
interventions could ensure that female students remain equally informed. This could help in
maintaining gender parity in cyber security literacy and encourage more female students to
pursue careers in technology and cyber security so that we will be able to reduce the threats
most of the times we see such as girls getting trapped in digital issues like online sexual

abuse.
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