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WEB APPLICATION SECURITY COMPLIANCE STATUS
Ref. Test Report No.: STQC IT-ERTL(N)/BHU/Web Application/AS/VR/07/2022/xxx Dated: 19/09/2022
Identification of the Web Application: Official Website of Banaras Hindu University
Organization Name: Banaras Hindu Univeristy
Test / Staging URL: https://dev.bhu.ac.in/Site/Home/1_2_16_Main-Site
Production URL: https:/bhu.ac.in
Test Laboratory: STQC IT-ERTL (N), New Delhi
Date of Testing: 10.11.2021 - 11.07.2022

TEST RESULT SUMMARY:

OWASP

Topl0 Web Application Vulnerabilities Compliance Remark

Al Injection Satisfactory

A2 Broken Authentication Satisfactory

A3 Sensitive Data Exposure Satisfactory

A4 XML External Entities (XXE) Satisfactory

A5 Broken Access Control Satisfactory

A6 Security Misconfiguration Satisfactory

A7 Cross-Site Scripting (XSS) Satisfactory

A8 Insecure Deserialization Satisfactory

A9 Using Components with Known Vulnerabilities| Satisfactory

A10 Insufficient Logging & Monitoring Satisfactory

RECOMMENDATIONS:

. The web application is recommended to be hosted at https://bhu.ac.in with ‘Read Only permission’.
. Security hardening / secured configuration of the Web Server, Network devices and Operating System are
recommended for the hosting environment.

. Regular security vulnerability assessment of the hosting It infrastructure (servers and network devices) are
recommended

4. Sensitive data must be suitably protected using TLS verl.2 or above and use the proper server certificate.
5. Integrity of all the Sub resources should be verified before use in the web application.

CONCLUSION:

This statement of compliance is issued for the specific version of the Web Application and remains valid for two years from
the date of issue. This Statement of compliance becomes null and void, if changes are made to the Application code related
to the security architecture & security mechanisms for handling inputs, user Access Control, user Authentication &
Authorization, Session Management, handling sensitive data, Data encryption at Rest & in Motion, handling of runtime
errors & external resources. This statement of compliance state is also become null and void if there is any change in
underlying IT infrastructure or their configuration, hosting the Web Application and if any new vulnerabilities are
discovered.

The Web application is free from OWASP Top 10, 2017 and any other known vulnerability and is safe for hosting based on
the fulfillment of the recommendations mentioned above.

Issued By:

Manish Selal




	RemarkIn njection: 
	RemarkB roken Auth entication: 
	RemarkSe ensitive Da ta Exposure e: 
	RemarkX ML Externa al Entities  XXE: 
	RemarkB roken Acces ss Control: 
	RemarkSe ecurity Misc configuratio on: 
	RemarkC rossSite Sc cripting XS S: 
	RemarkIn nsecure Des serialization: 
	RemarkU sing Compo onents with Known Vu ulnerabilitie s: 
	RemarkIn nsufficient L Logging  M Monitoring: 
	Ref Test Report No: STQC IT-ERTL(N)/BHU/Web Application/AS/VR/07/2022/xxx
	Identification of Web Application: Official Website of Banaras Hindu University
	Organisation Name: Banaras Hindu Univeristy
	Test / Staging URL: https://dev.bhu.ac.in/Site/Home/1_2_16_Main-Site
	Host URL: https://bhu.ac.in 
	Additional Recommendation (if any): 4. Sensitive data must be suitably protected using TLS ver1.2 or above and use the proper server certificate.
5. Integrity of all the Sub resources should be verified before use in the web application.

	Conclusion: The Web application is free from OWASP Top 10, 2017 and any other known vulnerability and is safe for hosting based on the fulfillment of the recommendations mentioned above.
	Enter Date: 19/09/2022
	Production URL: https://bhu.ac.in 
	Test Laboratory: STQC IT-ERTL (N), New Delhi
	Date of Testing: 10.11.2021 - 11.07.2022 
	Enter Compliance for A1: [Satisfactory]
	Enter Compliance for A2: [Satisfactory]
	Enter Compliance for A3: [Satisfactory]
	Enter Compliance for A4: [Satisfactory]
	Enter Compliance for A5: [Satisfactory]
	Enter Compliance for A6: [Satisfactory]
	Enter Compliance for A7: [Satisfactory]
	Enter Compliance for A8: [Satisfactory]
	Enter Compliance for A9: [Satisfactory]
	Enter Compliance for A10: [Satisfactory]
	Enter Name & Designation: Manish Selal


